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Security Notice
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Please do keep your Personal Identification Number and Personal Data properly.
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Customers have responsibility to adopt reasonable measures to ensure that the
Personal Identification Number you use is secured and confidential. When setting up
a Personal Identification Number, please pay special attention to the following

points:-
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When receiving the “Notification of your Personal Identification Number”, you
should access the TSB online service and change your Personal Identification
Number, and then destroy the “Notification of your Personal Identification Number”.
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Please do not use the same Personal Identification Number for different internet

banking service platforms.
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Please do not use a weak Personal Identification Number.
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Do not use Personal Identification Number that is easily to be figured out. For
example, using consecutive or same numbers or characters such as 12345678,
11111111, ABCDEFGH.
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Please do not use a Personal Identification Number which is related to your personal
data.
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For example, your name, birth date, contact phone number and etc.
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Please do not write down your Personal Identification Number.
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We suggest you to remember your User ID or Personal Identification Number in your
brain. No matter when, you should not handwrite your Personal Identification
Number down or remember your Personal Identification Number in other ways. But
if you need to remember the Personal Identification Number, please make sure that
the way how you write down or memorize your Personal Identification Number

won’t be obtained or figured out by others easily.
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Please change the Personal Identification Number periodically.
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Please change the Personal Identification Number from time to time and please

avoid using the Personal Identification Number which you’ve used before.
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Please do classify the Personal Identification Number for the use of general websites

and for the use of online trading.
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The Personal Identification Number for the use of general websites may be unhidden

and may be easily to be figured out of stolen. Please pay special attention to it.
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Please do not reveal your Personal Identification Number to anyone including bank

staffs and the police.
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Please do not use the online banking service in public (ex. internet cafes or libraries),
since the computers in these places may be installed with hacker programs which

may cause to leak Personal Identification Number.
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You may click on the lock icon on the address bar of the browser
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to check the relevant information of the digital certificate of the online banking

transaction website to identify whether it is the correct website.
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Regarding preventing fake websites:
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Please note that the website address of our bank’s online banking service is

https://www.taishinbank.com.tw/nb/TIBSGWeb. Please make sure that you are

connecting the official website of our bank.
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Every time your login our bank’s online banking service website, you should enter the
website address on the browser or add the real website address into your “Favorites”

and to login to our bank’s internet banking via these two channels.
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Unless you’ve completely login to our bank’s internet banking website, or you should

not provide any of data of your transaction account.
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You should usually keep high alert to other online fraud cases so as to avoid being

cheated and cause any unnecessary loss.


https://www.taishinbank.com.tw/nb/TIBSGWeb
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Security measures of the computer.
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You should make sure that your personal computer is secured and adopt proper
measures to protect your personal computer. Measures you may adopt are as

below:-
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Please run the update and revision program of security software of the user's
computer regularly. Some commonly used computer software often finds security
loopholes. Once such a situation is discovered, the software publisher will launch an
"enhanced version" for users to use to prevent these loopholes. For example, if the
user's computer does not install an enhanced version, viruses and Hackers can use

this security loophole to enter these computers and steal data.
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Please install anti-virus software in your computer, update the version regularly and
install the latest virus definition files, so as to protect your computer from being

attacked by viruses effectively.

B 51EE o wE o RS R SRR A I AR o i 5 S Al
RHR TR Y R 3 28 R BRI b B AU A o IR » BT TN RE R BIGI BRI
RIEABHHVEFE: » IR A ?ﬂﬁfﬁH’mT LR A S N BT S AR -
WIFR AR T-E NN - TRIES TR - 5990 BRiETN S B R
T AREEE -

Please note that viruses, Trojans, and hacker programs can be spread via e-mail, and
worm viruses can also replicate and send the virus to each recipient in the e-mail
address book. Therefore, you should not open and should immediately delete emails
from unknown sources, and do not log in to online trading services through
hyperlinks provided by emails. If you want to open the attachment in the email, you
should also execute a virus scan first. In addition, fraudsters also use emails to

conduct illegal activities.
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Please install a personal firewall. A firewall is a small program that can help protect
your computer system from being invaded when connected to the Internet or the
content contained in it is stolen without authorization. A firewall is installed to
prevent data from being uploaded or downloaded from your computer without your

authorization.

TP ER IR It

Security measures of mobile devices
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You should make sure that your mobile devices are secured and adopt proper

measure to protect your mobile devices. Measure you may adopt are as below:-
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When setting up mobile devices:-
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Android {# F & 542l Certifi-Gate f% Stagefright JjR)fH -

If it is not necessary to use location-based apps, please turn off the location service
setting in your mobile devices.

The mobile devices should not be hacked to remove its use or access restrictions.

For Android users, please prevent the loopholes of Certifi-Gate and Stagefright.
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When using mobile devices:-
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Please use rigorous authentication methods as much as possible, such as two-factor
authentication, to protect online accounts used to process sensitive data. For more
tips on account security, you can browse the guidelines for handling accounts and

Personal Identification Numbers.
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Please aware your mobile deV|ces, any neglect may lead to be stolen.
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Sensitive data should not be processed on mobile devices unless an encrypted or
secure end-to-end connection is used.
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You should not download or accept unknown or unreliable programs or content.
PR/ Wi - Fi BVERIF R E o JERF O HUBURGE R - BRIFBRAL T e #9rY R
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Please be cautious when connecting to public Wi-Fi hotspots. Avoid access to

sensitive information unless adequate security measures are taken.
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When backing up data in mobile devices:-
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Before synchronizing data to cloud services, you should assess the security risks and
take appropriate security measures, such as avoiding automatic backup or
synchronization of sensitive data to the cloud platform.

Enable the encryption option of the backup/synchronization software can only be
done under permission.

Make sure that all backups stored on a desktop computer or removable media are

encrypted.
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When disposing of the mobile devices:-
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Make sure that the data and settings in the mobile devices have been completely

deleted before disposal.
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In anytime,
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the mobile device should be placed in a safe place, especially when not in use.
Always pay attention to security vulnerabilities related to mobile devices and install
the latest patches.

Illegal or unauthorized software should not be installed on mobile devices.
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Notes on using mobile apps:-
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N PREEE e E M A EURE(B140 jailbreak)
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Only install mobile apps from official or reliable sources.

A mobile security program (such as anti-malware) should be installed to protect the
security of the device and data.

You should read other users’ comments, understand the app’s terms of use and
privacy policy, etc.

When installing or using a mobile app, you should thoroughly review all the
permission requirements of the app, especially those that involve privileged access.
If permitted, the security features provided by the mobile application (such as
password protection, secure connection, etc.) should be enabled.

Frequently update the system and mobile applications to the latest version.

Do not download files from unknown sources, or open or click on suspicious or
unreliable links.

When using instant messaging applications (such as Whatsapp, LINE, WeChat, etc.), if
you receive any fraudulent messages, you should not forward them again to avoid

further dissemination of such fraudulent messages. Check the installed mobile apps



regularly and remove some apps that are no longer needed.

The usage and access restrictions set on the device cannot be removed (e.g.
jailbreak).

Turn off the automatic connection function of wireless services such as Wi-Fi,

Bluetooth, and Near Field Communication (NFC) in the mobile device.
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Other safety precautions:-
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The Bank will not ask customers to provide their personal account numbers or
passwords via email or phone calls, nor will it send you emails with embedded
hyperlinks (including display in the form of QR codes), transaction websites or online
banking mobile apps. In addition, please do not use the hyperlink URL in the email to
enter our website. If you find a suspicious email, please check with the bank
immediately. Do not directly link to an unknown website, type in your account
number and password, or access the bank's website through an Internet search

engine or a hyperlink displayed on a suspicious pop-up window.
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It is recommended that you strictly restrict any unauthorized person from using your
computer, and avoid leaving your computer in the middle of using online banking
services. You should log out of the online banking service system immediately after

using it.
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Check account balances and statements, or system operation records from time to
time, to find out if there are any abnormal transactions. If you find any errors or
omissions, unauthorized transactions, suspicious login records, abnormal online

banking screens or pop-up screens, please notify the Bank immediately.
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If you have any doubts, please notify the following organizations immediately.

W S ERITHIE 31T BEEE ¢ 65-6224-0888
Taishin International Bank, Singapore branch Tel: 65-6224-0888

W i eRE RS &EEE ¢ 65-6225-5577
Monetary Authority of Singapore Tel: 65-6225-5577
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Singapore Police Tel: 999
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To learn about common online banking fraud cases or the related rights and interests

of customers using online banking, you can link to the following institutions to

inquire to ensure your rights and interests.

B i eREME ( https://www.mas.gov.sg/ )
Monetary Authority of Singapore ( https://www.mas.gov.sg/ )



